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	Banking internal audit by John Webb FCCA
John Webb FCCA looks at the importance of providing objective assurance on present risk and anticipating future risks.

Whilst I see that the role of the bank auditor includes adding commercial value through an emphasis on business requirements, risk management assurance and sound professional advice, I am clear that providing objective assurance on present risks and anticipating future risks is the most important element by far.

I have worked for 22 years in financial services internal audit, mainly as head of internal audit. In addition to auditing capital markets, corporate finance, investment banking, asset management (sell-and-buy side) and cash equities, I have audited life insurance and performed fraud investigations.

Losses of shareholder value in the banking sector, since 2007, principally originating from decisions made much earlier in the economic cycle (including those by risk assurers), require thoughtful and proactive internal auditors to think afresh about what is really critical in our contribution to effective corporate governance.

The key prerequisites for effectiveness include the: 

· building and developing of high quality internal audit teams (which may include a permanent core, supplemented by contracted-in specialist skills)

· developing and building rapport with internal audit clients and audit team members, negotiating diplomatically to ensure that control recommendations are accepted and implemented by the company and any out-sourcers it uses, to overcome control weaknesses

· design of methodologies and processes to give assurance to the audit committee and management.

A strong and credible internal audit team can dramatically increase the breadth, productivity and quality of this work, and at the same time see that internal audit reporting is integrated with business risk modelling. By anticipating the differing needs of both the audit committee and senior management and gaining the active co-operation of both, it is easier to ensure much more attention is paid to the significant risks inherent in unimplemented recommendations. All of this should satisfy the regulator, the Financial Services Authority.

I would add that any fraud investigations must be conducted professionally, very thoroughly and in confidence. Also, a quality assurance process can assure consistency of audit delivery and a benchmarking against best practices will raise quality over time. These are matters requiring separate articles because if the specific skills to do them properly do not reside in the internal audit department, such skills should be contracted in.

PricewaterhouseCoopers internal audit services performed a survey of, inter alia, which skill sets would be 'more important' in 2012 than today. The main five selected by respondents were: -

1. Data mining and analysis 89%

2. Risk assessment 76%

3. Information technology 72%

4. Risk management 70%

5. Fraud detection 69%

The first is extremely helpful in performing the fifth, fraud detection.

What is it like to work in a bank’s internal audit team? Well there is inevitably a mixture of activities common to all sectors and others which are specific to financial services.

Those activities which are not sector specific include: -

1. Liaison with product, business or support units of the company.

2. Planning of audits must be prioritised and scheduled over time and proper planning of individual audits just under way is vital.

3. Performing audit testing using statistical, judgemental or other samples, seeking evidence that risks are managed, controls are effective and that processes support the business model.

4. Testing results are analysed so that findings and opinions can be determined.

5. Findings are then analysed so recommendations and a management action plan can be reported and agreed.

6. Major findings and the underlying patterns are analysed for reporting to the risk management and audit committees, alongside status reports on recommendations implemented, plans, etc.

7. Investigations into fraud and control failures will be required from time to time and the extent to which internal audit is involved will depend on the fraud and other expertise in the department (such skill levels may exist in other support departments, such as risk management, compliance and security). In particular, the ability to use data interrogation technology is important for effective fraud investigation.

8. Project audits are all the more important where business and IT driven change initiatives are required; these are likely to have compliance or risk components. I would observe that individual auditors should be involved on the basis that they can contribute on risk and control matters throughout, including at committees. This preserves and enhances, rather than damages, the reputation of the internal audit department; albeit at a cost of having to assign different auditors to audits performed after implementation, to ensure independence and objectivity.

9. Compliance audits are needed to cover such requirements as are imposed on the company by the relevant sections of the Companies Act, Sarbanes Oxley, Bribery Act (and its system and control expectations), Taxes Acts and UK GAAP/FRS.

10. IT audits are needed to cover infrastructure, application systems and development and also IT auditors need to work as part of a team with business auditors, to pick up the data analysis and supporting application and IT control components.

If you want to specialise in banking internal audit, there are sector specific considerations to add to this list of 10, which will inevitably vary according to the nature and breadth of each bank’s products and territorial spread. An understanding of market, liquidity, credit and counterparty risk and the bank’s mitigation/hedging strategy guides the auditors’ approach and emphasis alongside the ubiquitous concern with operational, legal, compliance and reputational control adequacy and effectiveness.

Here is a flavour of other areas that a bank auditor is likely to experience.

Investment Banking: Corporate finance, advisory, broking, equity and debt capital markets are all concerned with raising finance and considering how best to use it. There are direct risks to the bank, for example, with underwriting a new issue of shares or loan notes and/or indirect risks to the bank of giving poor advice or failing to ensure compliance with the Financial Services Authority regulations or the stock exchange or takeover panel rules.

Retail Banking: Corporate or private lending and deposit taking, along with operating bank accounts, credit cards and the like. The Basel 2 rules on capital measurement and capital standards, as per the Capital Requirements Directive (CRD), include an EU supervisory framework to ensure financially sound credit institutions such as banks, investment firms and building societies. Specific UK compliance with the Financial Services and Markets Act 2000 (FSMA) is also required. The risks inherent in the drying up of liquidity, a low interest rate regime, greater capital adequacy requirements, to support riskier assets and the need to treat customers fairly are causes for concern by internal audit alongside perennial risks such as lending long term, whilst borrowing short term, fraud and anti-money laundering. The trading of equities, gilts, bonds and derivatives inevitably gives rise to market risk and varying degrees of correlation between the risks and the value at risk (VaR). Particular areas of difficulty for internal audit arise with regard to risk aggregation and diversification effects. The well known fat tail phenomenon of the 'normal distribution' curve refers to the greater actual frequency of extreme events than is predicted by historical modelling techniques; the inter-play between extreme events challenges us, as auditors (and indeed, everyone else). 

Compliance audits: beyond those at 9, above, will be audits to cover the monitoring by the compliance department, compliance with the banking code, Financial Services Authority rules on such matters as financial crime, conflicts of interest, system and controls, Chinese walls, client money and prudential supervision. The Internal Capital Adequacy Assessment Process (ICAAP) links the Basel 2 capital adequacy requirements to the company’s risk modelling process. This is another area where the expertise and independence of the internal auditor, as well as expertise in risk assurance, are at a premium.

Risk reviews: in addition to the market, credit, solvency, compliance, legal, liquidity, reputational and operational risks, the auditors’ approach must encompass the integration of the company’s risk management practices across the firm and reporting upon it to the audit committee, at least. Increasingly, we are getting involved in reviewing stress and reverse stress testing (not just business continuity planning) and systemic risk implications, as well as company/group specific risks.

I believe that the following attributes rank high in the important skills of an internal auditor:

1. Developing rapport with people, including through empathy

2. Keeping up to date with changes and thinking about evolving risks and their possible impact now and in the future on the company

3. Analytical ability, both in financial and risk/regulations terms

4. Communication skills, verbal and written. With an emphasis on being clear and concise and explaining which concerns are the most important (many people have short concentration spans)

5. Listening and filtering carefully. This is where the job title we carry emanates from.

6. Deadlines and priorities. Continuous attention to these allows us to be not only effective but relevant over time

7. Understanding connections and links. Our span of influence is very broad but with varying depth across the spectrum of internal audit interest. An ability to link findings and observations can give us insights that specialists do not have

8. Integrity, both personal and professional, is an over-arching necessity. This may be obvious but it is important to demonstrate all the time that we do not serve the agendas of others and have the courage to be sometimes a lone voice with the determination and patience to stick to our guns and discuss with others why we do so. For many years, the watch word in our sector has been 'my word is my bond' and if we see that others have taken liberties with that, to one degree or another, we do well to remember that 'without my integrity, I am nothing'.



	


